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Abstract—Unmanned Vehicles (UVs) and the Industry Internet 
of Things (IoT) are two examples of new technology being incor-
porated into manufacturing processes during the fourth industrial 
revolution. IT networks must be machine-compatible to integrate 
these technologies; this includes addressing problems with connec-
tivity, fog, and cloud-based computing security, lowering latency, 
and improving data reliability and standard of service. Regarding 
IoT, AI techniques must handle resource management, network 
deployment, and these problems. The significant issues are unsta-
ble and high-latency communications between Industrial IoT end-
points and the Cloud. By extending storage and computation to 
the network’s edge, fog computing offers a valuable tool for merg-
ing intricately linked processing systems. Interoperability may 
be addressed using fog in an IoT gateway and advanced software 
distributed on the edge. However, as an IoT gateway is essential 
to processing and delivering data to many systems and platforms, 
selecting one is critical regarding accuracy and latency. Intelligent 
IoT monitoring and real-time control based on Integrating Auton-
omous Robots for Instantaneous Industrial Operations, visual rec-
ognition, and cloud/edge computing services are proposed to ad-
dress these challenges. By deploying Deep Learning (DL) facilities 
close to customers who want them, latency and processing costs 
associated with transmitting data through the Cloud may be min-
imized. The suggested methods enhance platform decision-mak-
ing and industrial automation system performance by integrating 
cloud-based services into an operational loop. A smart approach 
that offers a trade-off between accuracy and latency is suggested to 
choose the right AI for the situation under observation.

Index Terms—Cloud computing, Edge computing services, In-
tegrating autonomous robots, Visual recognition, 
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I. Introduction

MANUFACTURING has entered a new digital era, intro-
duced by the Fourth Industrial Revolution [1], character-

ized by lightning-fast technical development. Uncrewed vehi-
cles (UVs), automation through robots and AI, and the Internet 
of Things (IoT) [2], which connect physical things over the 
Internet, are vital technologies accelerating this change. Man-
ufacturing IT networks must adapt to accommodate machines 
that use these technologies entirely. It includes fixing essential 
issues [3] with connection, security, latency, dependability, and 
quality of service. The unreliable, high-latency [4] interactions 
between industrial IoT endpoints and cloud computing services 
have been recognized as a severe obstacle. It makes real-time 
control, monitoring, and decision-making more difficult. Fog 
computing [5], which extends storage and processing capabil-
ities to the network’s edge, has emerged as a viable solution. 
It allows time-critical interactions between equipment, robots, 
sensors, and other endpoints [6]. Fog resources in IoT gateways 
can also address interoperability issues in industrial systems, 
software, and platforms. However, selecting the correct IoT 
gateway is critical since it organizes vital operations such as 
raw data processing and delivering valuable insights to numer-
ous platforms [7]. Many researchers suggest implementing an 
intelligent system that utilizes fog computing, enhanced edge 
software, and strategic integration with cloud-based artificial 
intelligence to enhance factory automation [8]. A critical ad-
vancement is implementing deep learning capabilities at the 
edge, close to the source of data generation. This minimizes 
the delay and expenses of transferring substantial data to the 
Cloud [9]. Local execution enables the performance of crucial 
tasks such as visual identification, proactive maintenance, and 
immediate control of robots. The Cloud offers additional stor-
age and computational capabilities to obtain long-term insights. 
This hybrid edge-cloud architecture enables the customization 
of the optimal combination of edge devices and cloud services 
[10] for individual functions. The edge handles jobs that need 
low latency, whereas the cloud architecture facilitates the ongo-
ing improvement of complicated learning algorithms over ex-
tended periods. The system automatically distributes workloads 
across layers in response to the current condition and applica-
tion needs. 

Due to their high computation, administration, and storage 
needs, traditional techniques are no longer accessible on end 
devices. Because of this, to achieve the recently built edge-
cloud monitoring with smart IoT applications, it is essential to 
use the lightweight learning model for intelligent object iden-
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tification and to deploy the efficient training process in edge 
devices. Cloud monitoring systems have recently been popular 
among innovative applications because they emphasize man-
aging the constantly generated data sequences from a com-
prehensive surveillance environment. Therefore, multi-object 
detection has gained a lot of interest from academics and busi-
nesses alike and has become a significant technology. Suppose 
innovative surveillance systems manage massive amounts of 
IoT data effectively. In that case, they must overcome obstacles 
such as the detection and localization of moving objects and the 
recognition and extraction of immediate features. This calls for 
powerful real-time processing capabilities. The proliferation of 
surveillance equipment and the ongoing improvement of large-
scale, excellent surveillance data in IoT contexts pose increas-
ing challenges to existing paradigms that rely on centralized 
processing. A primary issue is the widening disparity between 
the rate of data generation for surveillance and the capability 
of cloud-based data processing. The projected data captured 
by the camera alone will surpass 869PB by 2020’s conclusion. 
In addition, new methods are needed to accomplish real-time, 
low-latency, energy-efficient, and highly accurate surveillance 
operations because of the enormous bandwidth requirements of 
transmitting massive volumes of data across Cloud surveillance 
systems. Creating a new edge-cloud monitoring architecture 
that moves the heavy processing loads away from the leading 
cloud server is crucial. Deploying the learned AI models in edge 
servers allows for the construction of an intelligent IoT system 
that efficiently addresses the aforementioned time-consuming 
issues through distributed and dependable computing. 

State-of-the-art methods have shown promising results for 
identifying objects in static, stationary situations; nevertheless, 
handling complicated dynamic scenes remains challenging. Lo-
cation, density, motion, and variations in illumination are some 
of the many variables that might impact object detection and 
tracking tasks in dynamic situations. Furthermore, present-day 
intelligent applications in ever-changing surveillance settings 
necessitate real-time data processing, communications, and 
control, including visual object detection, emotion analysis, and 
identity recognition. 

UVs and autonomous robots equipped with sophisticated 
sensors are essential to their execution on the manufacturing 
floor. Edge computing [11] with computer vision and deep 
learning models allows the robots to react quickly to events 
as they happen. Under the guidance of a 5G connection, UVs 
oversee materials handling and inventory. Internet of Things 
[12] gateways clean, normalize, and route data flows from 
these devices to production dashboards, maintenance logs, and 
inventory management applications [13]. Cloud services of-
fer centrally stored data lakes that may be used to aggregate 
datasets, find trends, and train prediction algorithms. These are 
subsequently distributed to edge devices for quick inference 
and automation. The hybrid design generates a responsive, in-
telligent system that supplements human operators. Because of 
edge, Cloud, and AI integration, manufacturing processes may 
be adjusted in real time while continually improving. This re-
search offers significant insights into effectively utilizing fog 

computing, sophisticated edge software, and strategic coordi-
nation with the Cloud and AI to exploit the promise of new 
technologies in smart manufacturing fully. The suggested in-
telligent system attempts to augment automation, efficiency, 
quality, and production. The wide-ranging relevance in several 
industries, including automotive, pharmaceuticals, electronics, 
and others adopting the Industry 4.0 approach [14], 

The objective and contribution of this research are listed 
below.

•	 To design the intelligent system architecture with the help 
of edge software, fog computing, Cloud, and AI integra-
tion to monitor optimized intelligent manufacturing appli-
cations.

•	 To apply deep learning techniques for addressing securi-
ty, connectivity, reliability, latency, and quality of service 
challenges in information technologies.

•	 To provide edge-based solutions using deep learning ca-
pabilities to minimize the latency and cost of industrial 
IoT endpoints.

The rest of the manuscript is organized as follows: Section 
II describes the various researcher’s opinions regarding the 
Industrial IoT endpoints related to intelligent solutions for the 
industry’s multiple problems. Section III explains the working 
process of intelligent system architecture using edge computing 
and cloud applications. Section IV discusses the system’s effi-
ciency, and a conclusion is described in Section V.

II. Related Works

Essien and Giannetti introduced convolutional long short-
term memory (CLSTM) in intelligent manufacturing to im-
prove the system performance [15]. This study intends to im-
prove throughput and reduce energy consumption. During the 
analysis, temporal and spatial distribution data is utilized on the 
CLSTM system to improve forecasting accuracy. The architec-
ture has an encoder-decoder structure that explores every piece 
of information and maximizes industrial performance. The effi-
ciency of the plant is evaluated in the United Kingdom, and the 
system ensures optimized results compared to other methods. 

Chen et al. applied Deep Reinforcement Learning (DRL) 
in the industrial Internet of Things to manage the resources in 
mobile edge computing [16]. This work aims to minimize the 
delay and solve the Markov decision process problem. The in-
troduced resource management process determines the policy 
gradient for every action and state. According to the actions, 
the resources are managed with minimum delay and maximum 
throughput. 

Kishor et al. introduced the Intelligent Multimedia Data 
Segregation (IMDS) fog computing approach to minimize the 
latency in healthcare applications [17]. The IMDS approach 
uses the K-fold random forest approach to reduce storage, net-
work, and transmission delays. The machine learning approach 
segregates the input using the random forest approach, which 
makes the healthcare decision up to 92% compared to other 
methods and reduces the latency by 95% compared to pre-ex-
isting models. 
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Fantacci and Picano recommended a constrained data off-
loading scheme (DCDO) for analyzing the performance of 
cloud-fog-edge systems [18]. This study uses the queuing theo-
ry to explore the performance of computing infrastructure. The 
requests are processed according to the deadline expiration us-
ing the Markov queueing system. In addition, the computation 
resource allocation approach is applied to maximize the quality 
of services in computing infrastructure. 

Abbasi et al. applied a Genetic Algorithm (GA) with Intelli-
gent workload allocation in Cloud and fog computing structure 
to maximize the allocation efficiency [19]. The ultimate goal 
of this study is to reduce delay and consumption power using 
the optimized resource allocation method. The green energy 
concept is initially applied to the multi-sensorial framework to 
manage data security. In addition, the GA approach is intro-
duced to handle the large request volume by minimizing edge 
devices’ delay and consumption power. 

Mubarakali et al. suggested a delay-sensitive data transmis-
sion (DSDT) approach to managing multimedia applications’ 
data storage and forwarding process [20]. The DSDT approach 
aims to create a robust solution while transferring data in fog 
computing with minimum delay. The approach processes the 
data nearer to the optimal network, and the solutions are select-
ed by minimizing the latency. The practical exploration of sen-
sitive data reduces the round trip time (15.67ms) and minimum 
delay on 1MB, 100KB, and 10KB data transmission. 

Singh and Singh recommended the Energy Efficient Delay 
aware Task offloading (EEDTO) approach to manage the data 
in fog and cloud computing [21]. This study framework reduc-
es the end-to-end delay according to the task allocation time. 
The optimal solution is framed by considering the edge server, 
IoT devices, and cloud components according to the delay. The 
offloading scheme is optimized using the levy flight moth flame 
optimization technique that reduces the energy by 22% com-
pared to other offloading algorithms.

Siasi  et al. introduced delay aware service function chain 
(DASFC) in hybrid fog-cloud computing to improve the com-
puting performance [22]. The system aims to minimize the de-
lay and manage the resources using the DASFC architecture. 
The system comprises a single cloud and fog layer that can 
handle the delay-tolerant and delay-sensitive information. The 
trade-off between the fog solution and Cloud standalone for ev-
ery user request is examined to enhance the hybrid architecture. 
The effective utilization of this architecture minimizes energy 
consumption (28-30% less), realization cost (28-30% less), net-
work delay (21-43% less), and high transmission ate (15-40% 
higher) effective. 

Shukla  et al. conducted a literature study to analyze latency 
in IoT using cloud computing techniques [23]. The study uses 
the PRISMA techniques to explore the various researcher’s 
studies to minimize the latency for time-sensitive applications. 
During the analysis, 32 technologies and 23 approaches were 
analyzed via 112 papers, in which multiple researchers intro-
duced IoT and AI techniques to minimize latency and improve 
throughput. 

Jafari and Rezvani applied a non-dominant sorting genetic 
algorithm (NSGA-II) to optimize energy consumption and de-

lay in IoT-fog-cloud computing [24]. This work aims to reduce 
the NP-hard and knapsack problems while solving the multi-ob-
jective problem. The sorting genetic algorithm is incorporated 
with the bee algorithm, providing optimal solutions with mini-
max differential evolution. The NSGA-II method examines ev-
ery user request and provides the solution with minimum time 
delay, energy consumption, and high throughput. 

Kuthadi et al. created a portable data security energy effi-
cient framework (PDST-EEF) for managing data security in sen-
sor networks [25]. This study uses the cryptographic signature 
model to identify different attacks. During the analysis, replay, 
and denial of services, attacks are identified while transferring 
data from the innovative grid environment. The framework ob-
serves every node’s energy consumption; this factor maintains 
the network’s reliability and throughput. According to various 
researchers’ analyses, industrial applications’ throughput, de-
lay, energy, and other factors are maintained using artificial in-
telligence techniques. In addition, Cloud computing techniques 
and computing resources are widely applied to improve net-
work performance. However, industrial operational resources 
fail to manage network reliability, connectivity, security, and 
latency, which are challenging. 

The management of network dependability, latency, and se-
curity, together with the effective allocation of resources and the 
making of decisions in real-time, provide substantial challenges 
to industrial IoT systems. Certain parameters, such as energy 
consumption, delay reduction, and throughput, have been im-
proved by existing technologies that use AI-based frameworks, 
genetic algorithms, and edge-cloud computing. However, these 
solutions often face challenges regarding scalability, flexibility 
to changing contexts, and the smooth integration of resource 
management and monitoring duties. Furthermore, when dealing 
with large amounts of data from diverse Internet of Things de-
vices, most frameworks fail to perform strongly under real-time 
limitations. This paper proposes a deep learning framework 
called ResNetDL to overcome these constraints. It combines 
the characteristics of ResNet topologies with edge-cloud com-
puting. Through the integration of residual learning, distributed 
IoT monitoring, and instantaneous resource management, Res-
NetDL presents a new method. By lowering latency, increas-
ing task prioritization, and guaranteeing safe data transfer over 
the network, the framework is aimed to boost real-time per-
formance. The suggested approach establishes a new standard 
in industrial IoT applications by optimizing energy efficiency, 
improving network stability, and facilitating smooth scaling by 
exploiting ResNet’s excellent feature extraction capabilities 
and temporal-spatial data processing.

III. Analysis of Intelligent Iot Surveillance and 
Instantaneous Management using Cloud and Edge 

Computing Resources

The fourth industrial technology utilizes the Internet of 
Things (IoT) and Unmanned Vehicles to improve industrial 
performance. Information technology widely utilizes cloud 
computing technologies to address latency, computing security, 
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quality of services, and data reliability issues. Artificial Intelli-
gence (AI) and Internet of Things (IoT) techniques are incor-
porated in industrial applications to manage the resources and 
network deployment that address the high-latency communica-
tion and unstable issues between the Cloud and industrial IoT 
endpoint. In addition, complex interconnected systems are de-
veloped using fog computing because it extends the storage and 
network computations, effectively resolving the interoperabili-
ty issues. Therefore, the effective selection of an IoT gateway 
and real-time monitoring system is one of the crucial factors in 
improving the industry’s performance. Hence, the main objec-
tive of this study is to enhance industrial automation and deci-
sion-making by integrating them with cloud-related operational 
loops. Then, the deep learning model is deployed in computing 
technologies to minimize costs and latency while transferring 
data to the Cloud.

There will be strong ties between current and future mili-
tary actions and the organizational theology viewpoint on the 
effects and consequences that fully autonomous self-governing 
systems will have on humanity. The military is now creating 
and using technology with the express purpose of killing peo-
ple. Numerous sectors can benefit from the combination of 
self-governing robots with IoT surveillance. Drones and robots 
that can navigate themselves can monitor vast regions, sending 
out notifications and live video feeds if something unexpected 
happens. Large buildings, like public areas, industrial sites, and 
warehouses, can benefit from this security. Preventing breaches 
and unauthorized access to data gathered by IoT devices and 
sent via networks requires strong security measures. Because 
there are so many different protocols and standards, it can be 
difficult for various Internet of Things (IoT) devices and ro-
bots to connect and collaborate without a hitch. Following rules 
concerning privacy, security, and the operation of autonomous 
systems is critical.

A. Designing the Intelligent System Architecture with the 
Help of Edge Software, Fog Computing, Cloud, and AI 
Integration

The main objective of this phase is to improve the smart man-
ufacturing application’s environment by creating an Intelligent 
System Architecture using fog computing, edge software, AI 
integration, and cloud computing. The framework utilizes the 
deep learning model on IoT gateway and fog nodes to minimize 
the latency while processing the network edges. The deep learn-
ing embedded edge nodes observe and visualize the real-time 
environment, and anomalies are detected effectively. Offload 
non-critical background activities to the Cloud strategically, 
such as data aggregation and model retraining. Create protocols 
for dynamic workload allocation at the edge and in the Cloud. 
Create cloud-based digital twin simulations that replicate phys-
ical processes and evaluate control rules. Then, the Intelligent 
System architecture is shown in Fig. 1.

Fig. 1. illustrates the design of intelligent system architec-
ture for industrial applications. The structure consists of three 
layers: edge, fog, and Cloud. Each layer is optimized using 
deep learning techniques to improve industrial operations’ ro-

bustness, flexibility, and scalability. The first layer is the edge, 
which consists of robots, smart sensor devices, machines, the 
Internet of Things, etc., connected to the physical environment. 
The fog layer has data analytics, machine-to-machine commu-
nication units, and optimization and analysis units that help 
to explore the edge node-connected information. Finally, the 
cloud layer provides cloud storage and a data centre that can 
process industrial details effectively. In this architecture, every 
layer is optimized with a deep learning technique that helps to 
improve the overall real-time monitoring and analysis system. 
Initially, the nodes in the edge layer collect the raw data x(t) at 
t time from an industrial process. The collected information is 
preprocessed using fog nodes by executing the Mfog module, 
which is defined using equation (1)

x’ (t) = M fog (x(t)) 	 (1)

In equation (1), x(t) is defined as collected raw data, Mfog 
is the fog module function, and preprocessed data is denoted as 
x’(t). The fog layer facilitates adjacent computational capacity 
for edge devices, enabling real-time and low-latency artificial 
intelligence processing. To accomplish this, fog nodes such 
as gateways and servers would function as organizes for deep 
learning models tuned for efficient inference. Assume the fog 
node collects information using the IoT nodes from the indus-
trial environment. The gathered information is processed using 
Convolution Neural Networks (CNN), identifying whether the 
device is defective. The convolution model is trained using Res-
Net architecture to explore the large data volume, which helps 
predict defective devices with minimum computation delay and 
error. The CNN network works according to the weight-sharing 
concept between the layers. Frequently updating weight factors 
minimizes the error rate and optimizes the network process. 
The ResNet architecture is shown in Fig. 2.

Fig. 1. Design of Intelligent System Architecture of industrial application
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Fig. 2. Architecture of ResNet

Fig 2 illustrates the structure of ResNet, which includes 
several layers such as convolution, flatten, dense, and dropout 
layers. Each layer has a ReLU activation function to predict the 
output value. Here, the fog node collected input images are fed 
into the neural network that classifies the input as defective. 
The network has a sequence of convolution layers along with 
ReLu (R(x)) that is defined as R(x)= conv(ReLU(conv(x))). The 
R(x) is named as the residual block of the convolution layer. 
The residual block output is R(x)+x in which x is defined as 
the identity pass-through. In the output computation, the neural 
network function is optimized using function F(x) and the re-
sidual block is described as R*(x). Then the R*(x) is estimated 
by subtracting x from F(x); R*(x)=F(x)–x. The network sharing 
weight between the layers and residual block parameters are 
utilized to train the network. The effective utilization of each 
parameter and function helps to reduce the vanishing gradient 
problems. The flattened layer in the network takes multiple in-
puts and produces a single output (defective or not). The se-
quence of convolution or other layers output is concatenated 
to obtain the output layer. The network output is optimized by 
incorporating the output layer that eliminates irrelevant infor-
mation. For instance, when the rate is set to 0.1, the dropout 
layer will randomly choose 10% of the weights on each for-
ward pass and put them to 0. Introducing a dropout layer with a 
rate of 0 will not impact the network; however, a rate of 1 will 
cause the dropout layer to produce an output of 0. The overfit-
ting issue is eliminated with the help of a regularization pro-
cess in which new terms are added to the solution. The input 
pairs {(x1, y1), (x2, y2),…..(xn, yn)}. The function f is utilized to 
predict the output for the given input by addressing the clas-
sification problems. The classification problem is defined as  
minf ∑n

(i=1)C( f (xi), yi). Here, C is the cost of f (xi) prediction 
when the yi true value. Then, the regularized loss value is de-
fined as minf ∑

n
(i=1)C( f (xi), yi) | λR( f ). The regularization term R( 

f )  is larger when λ > 0 and larger f. Then, the regularization is 
performed using the L2-norm, which is defined as √(∑ i ∑j a2

ij).  
During training, dropout layers selectively disregard a random 
portion of the input units. For further details, please refer to our 
explanation on dropout layers. There are two rationales for why 
dropout aids in mitigating overfitting. Dropout may be seen as 
a form of ensemble learning wherein weak classifiers (prone 
to underfitting) are combined by aggregating their classifica-
tions, such as selecting the majority class. Each batch involves 

training a new network portion as a weak classifier. The whole 
network is utilized during validation, essentially amalgamat-
ing all classifiers to yield a singular outcome. An alternative 
perspective suggests that via several iterations, dropout com-
pels the utilization of all components within a network design. 
Consequently, the absence of one characteristic in the training 
set will prevent excessive influence, thereby preventing the net-
work from fixating on exclusive anomalies. In industrial ap-
plications, fog nodes run the ResNet deep learning model on 
real-time analysis, which is defined as y(t) = Zfog(x’ (t)); y(t) 
is represented as the real-time control and automation output 
at the edge. Then, non-critical data is flattened and sent to the 
Cloud for periodic retraining. The retraining process is defined 
as zcloud = retrain(aggregate (x’ (t)))). The refined models are 
gradually redeployed to the fog and edge devices to enhance 
processing capabilities over time. During the output estimation, 
load balancing between cloud and fog was controlled according 
to the edge computing load, available bandwidth, and expected 
cloud latency. It enables the optimization of task distribution 
by utilizing the capabilities of both edge and cloud computing.

B. 	Applying deep learning techniques for addressing  
reliability, latency, security, and connectivity issues

The main intention of this objective is to improve securi-
ty, latency, reliability, and connectivity in industrial informa-
tion technologies. Implement decentralized identification and 
access management by utilizing blockchain-based ledgers on 
edge nodes. Then, end-to-end encryption across the edge, fog, 
and cloud layers is applied to improve the system’s security. In 
addition, deep learning models reduce the time delay and usage 
of resources for deployment on edge devices. The redundancy 
and fail-over measures enhance dependability by examining 
the patterns of network traffic and allocating resources to the 
edge and fog computing systems accordingly. The network uses 
the blockchain ledges on edge nodes for access and decentral-
ized identity management. Blockchain technology enables de-
centralized identity and access management across the system 
architecture’s edge, fog, and cloud layers. Every edge device, 
such as a sensor or robot, would own a distinct digital identi-
ty recorded on an unchangeable blockchain ledger. Intelligent 
contracts will incorporate access controls that dictate the de-
vices authorized to access particular fog and cloud resources. 
The edge computing block ledger is represented as blockchain 
ledgeredge={block1,block2,……blockn}. Each block has trans-
actions associated with forming identities, access requests, and 
ledger revisions. This architecture utilizes blockchain technol-
ogy’s decentralized and transparent characteristics to improve 
identity and access management, especially in edge computing 
contexts where dependability and rapid decision-making are 
essential. The permissions are subject to cryptographic signing 
and verification through the ledger. Edge devices require only 
their private key to authenticate and obtain authorization to ac-
cess fog/cloud servers. This eradicates individual vulnerabili-
ties such as credential storage. The distributed ledger enhanc-
es the system’s resilience against disruptions. Access that has 
been revoked can also be spread throughout the whole system 
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through blockchain transactions. The decentralized method of 
managing identity and access ensures optimal security while 
maintaining scalability across edge-fog-cloud architecture. 
Gateways provide a smooth connection between modern and 
outdated systems, covering from the periphery to the Cloud. 
They achieve this by encapsulating and converting industrial 
protocols into IP packets. Middleware software facilitates the 
interaction between protocols using APIs, whereas adapters 
convert data formats. Interoperability is guaranteed by using 
protocol converters that connect different standards. Redundant 
multi-path routing ensures strong communication across the 
edge, fog, and cloud architecture. 5G wireless technology with 
high bandwidth and slicing ensures dependable and low-la-
tency  machine-to-machine communication. Network traffic 
engineering utilizes artificial intelligence algorithms to make 
forecasts, implement quality of service regulations, and use rate 
limitation techniques to optimize data flow depending on their 
priorities. These extensive communication mechanisms enable 
smooth and two-way data flow across various new and old ap-
plications, equipment, standards, and suppliers in contempo-
rary industrial contexts. The integration allows for the complete 
utilization of developing technology. The connectivity is estab-
lished at the edges by integrating the protocol converters and 
gateway devices. The edge connectivity is described in Fig. 3.

The edge network uses the deep learning network ResNet 
to optimize the overall connections and data distribution. The 
ResNet uses the residual blocks and collection of layers to 
validate whether the devices are defective. The optimization 
model uses pruning that eliminates the non-critical parts in 
the inputs using layers, filters, and connections. The pruning 
process minimizes the parameters and computation complex-
ity. During the output estimation, the network uses the lower 
bit precision (8-bit integer) to signify the weight values and 
the 32-bit floating point activation function that compresses 
the model size. This process is named quantization, which re-
duces the latency while processing the information in indus-

trial applications. In addition, the knowledge distillation and 
ResNet model has depthwise convolutions that require mini-
mum computation to process large volumes of data. The model 
minimum complexity process is described in the flow of cloud 
model (Mcloud)→model optimization→edge model medge. 
Here size (medge)”size (Mcloud) which allows the low-laten-
cy at edges latency(medge)<latency(mcloud). Implement dis-
tributed authenticated access control using blockchain-based 
identity ledgers. Encrypt data from beginning to finish using 
hardware security modules installed on gateways. Use proto-
cols like TLS, VPNs, and HTTPS to prevent man-in-the-middle 
attacks and ensure secure communications. Keep non-essential 
networks and operations at the periphery of the network discon-
nected. Complete reliability measures that cover the edge, fog, 
and cloud levels provide a robust architecture. The system may 
seamlessly switch to a backup computer or network in a break-
down. Regular backups and snapshots allow for quick recovery, 
and data is safeguarded by node replication. Anomaly detection 
and constant health monitoring help find system faults imme-
diately so that preventative maintenance may be done. A buffer 
of capacity is set aside to handle unexpected surges in demand. 
The Cloud offers almost infinite burst capacity on demand if 
edge resources are exhausted. Proactive prevention, quick 
detection, and minimum disruptive recovery from equipment 

failures and outages guarantee the continuation of industrial 
activities through these multi-layered dependability solutions, 
which offer resilience across heterogeneous infrastructure. The 
different controls optimize operating and capital costs while 
providing defense-in-depth.

C. 	Arrange edge-based solutions to reduce cloud depen-
dence.

Lightweight deep learning models are implemented directly 
on IoT gateways and bypass the Cloud to provide sophisticated 
analytics and real-time control at industrial IoT endpoints. The 
gateways utilize specific AI acceleration modules to execute 

Fig. 3. Analysis of Edge Device Connectivity
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optimized neural network models for low-latency inference. 
For example, a gateway can examine camera input in real time 
to detect faults using a compressed convolutional neural net-
work model. Similarly, deep learning networks use vibration 
sensor time series to predict when equipment will break. Avoid-
ing the high latency, network costs, and connection demands 
of cloud-centric techniques is possible by keeping computation 
utilizing edge gateways. Cloud computing allows for infrequent 
model retraining using aggregated data instead of continuous 
real-time analytics. Therefore, intelligent edge-based solutions 
can realize the potential of AI and automation at the industrial 
edge while overcoming the limitations associated with cloud 
dependency. At the outermost edges of the network, industrial 
IoT endpoints such as sensors, equipment, and robots produce 
massive volumes of data.

Nevertheless, there are significant concerns with depend-
ability, bandwidth costs, and latency when transferring all this 
raw data to the Cloud for processing. Deploying on-premises 
AI-enabled IoT gateways enables real-time intelligent analytics 
and control at the edge, overcoming these issues. For low-la-
tency deep neural network model execution, the gateways use 
model optimization approaches with purpose-built AI acceler-
ator modules such as VPUs, TPUs, or FPGAs. For instance, 
by analyzing video feeds from cameras on production lines, 
computer vision models such as MobileNets and object detec-
tors may detect errors or track inventory in real time. Through 
source-level modelling of temporal sensor data, deep networks 
can anticipate equipment breakdowns. Robots with deep rein-
forcement learning agents can learn to manipulate items more 
efficiently in different environments. Before being compressed 
and sent to the edge gateways, these optimized deep learning 
models undergo training on the Cloud utilizing rich aggregated 
datasets. Gateways receive data in real-time from local IoT end-
points, process it using AI models at sub-second timeframes, 
and then act or control without involving the Cloud again. It is 
possible to retrain the models worldwide by sending data from 
the gateways to the Cloud regularly, often daily. However, lo-
cal processing takes care of the real-time details. This lessens 
the risks of centralized cloud deployment, such as bottlenecks, 
SPOFs, and attack surfaces. Intelligent gateways enable indus-
trial IoT to secure the benefits of deep learning at scale and in 
real-time, unlocking the promise of edge automation and con-
trol driven by AI. 

IV. Results and Discussions

This section explores the excellence of Intelligent IoT Sur-
veillance and Instantaneous Management using Cloud and edge 
computing resources using ResNetdeep learning techniques 
(ResNetDL). This study uses the Open-industrial-datasets 
(https://github.com/AndreaPi/Open-industrial-datasets) to an-
alyze the performance of resource management and analysis. 
The dataset consists of several datasets, such as the Turbofan 
Engine Degradation Simulation Data Set, VSB Power Line 
Fault Detection Dataset, etc. This dataset information is collect-
ed and processed using deep learning-based fog-cloud and IoT 

computing technologies. The techniques recognize the defec-
tive information from the collected data used to process the user 
request with effective latency, throughput, energy consumption, 
resource utilization, and response time. The efficiency of the 
system is evaluated and compared with existing systems such 
as convolutional long short-term memory (CLSTM) [15], Deep 
Reinforcement Learning (DRL) [16], Intelligent Multimedia 
Data Segregation (IMDS) [17], and non-dominant sorting ge-
netic algorithm (NSGA-II) [24]. 

A. Latency Analysis
Latency is the time delay between the input frame captured 

in the surveillance system and the decision made for the input. 
The mean processing duration for a frame as it travels from the 
edge to the Cloud and then returns are determined in the latency 
analysis. In addition, the latency is estimated by taking the ratio 
between the total processing time and number of frames. The 
latency value is analyzed for Cloud and edge; the results are 
illustrated in Fig. 4.

(a)

(b)

Fig. 4. Latency Analysis of ResNetDL: (a) Cloud and (b) Edge latency for 
number of frames.

The measurements indicate the cloud and edge inference de-
lay on sample frames obtained from a video stream. The cloud 
latency varies between 98ms and 152ms due to network-relat-
ed issues. On the other hand, the deep learning model that has 
been tuned and is being executed on the edge gateway achieves 
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significantly reduced latency, ranging from 8ms to 14ms per 
frame. This allows for immediate analysis of video data and 
prompt response at the edge, as opposed to a delayed reaction 
from the Cloud. Over some time, the accumulation of hun-
dreds of milliseconds results in substantial latency for indus-
trial control systems. Implementing deep learning algorithms 
at the edge enables rapid closure of control loops, resulting in 
enhanced automation and improved quality. Further excellence 
of the ResNetDL latency value is compared with existing meth-
ods, and the obtained results are shown in Fig. 5.

Fig. 5. Latency Analysis

The ResNetDL technique, which utilizes an improved Res-
Net model on the edge gateway, delivers a reduced latency of 
42.4ms for real-time computer vision. This enables quicker de-
fect detection and process management. These enhanced deep 
learning methods decrease latency in comparison to cloud-
based processing. However, the compact ResNetDL model 
provides the quickest inference for time-sensitive industrial 
automation applications. The ResNetDL methodology achieves 
the lowest latency compared to other deep learning techniques 
because of its optimized model design, and deployment centred 
on edge devices and efficient process. The residual connections 
in ResNet enable the creation of precise models with greater 
depth while using fewer parameters. Complexity is further re-
duced by model optimization techniques such as pruning, quan-
tization, and compact design. Eliminating network latency is 
achieved by executing the optimized model on specialized AI 
accelerators at the edge gateways close to the data source. Local 
processing is limited to core inference, whereas preprocessing 
and retraining are performed in the Cloud. Automated hyperpa-
rameter adjustment optimizes the model to achieve optimal per-
formance on low-latency edge devices. Using quantized math, 
streamlined frameworks, and eliminating unnecessary repe-
tition directs the emphasis of inference onto the fundamental 
calculations. By combining these methods, ResNetDL achieves 
extremely low latency in milliseconds while maintaining high 
accuracy. By being responsive, this capability enables the utili-
zation of real-time artificial intelligence to optimize the worth 
of industrial data for intelligent management and automation.

B. Throughput Analysis
The throughput metric measures how effectively the Res-

NetDL process processes the video frames. During the analysis, 
the number of frames is assessed per unit of time, and the ratio 
between the number of frames and processing time is comput-
ed. The results are illustrated in Fig. 6.

(a)

(b)

Fig. 6. Throughput Analysis of ResNetDL: (a) Throughput and (b) Edge 
Throughput for Number of Frames

The measurements indicate the frames per second (fps) 
throughput for cloud and edge inference on sample frames 
obtained from a video stream. The Cloud’s data transfer rate 
varies between 5 frames per second (fps) and 10 fps because 
of constraints in network capacity. On the other hand, the en-
hanced deep learning model executed on the edge gateway 
locally produces much greater throughput, ranging from 48 
frames per second to 62 frames per second each frame. The 
ResNetDL approach achieves efficient localized edge process-
ing by improving the deep learning model, resulting in effective 
high throughput. Pruning and quantization reduce redundant 
processes and data transport, focusing computational resourc-
es on crucial activities. The ResNet architecture, designed to 
be streamlined, decreases model complexity compared to more 
extensive networks located in the Cloud. Performing inference 
on dedicated AI accelerator chips at the edge enables optimized 
hardware performance, circumventing constraints imposed by 
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network bandwidth. The edge can prioritize time-sensitive in-
ference by transferring fewer essential operations, such as data 
collection and model retraining, to the Cloud. Automated opti-
mization precisely tailors the model to maximize the through-
put of edge devices. Optimizing the utilization of indigenous re-
sources attains a throughput of more than 5-6 times greater than 
methods prioritizing cloud-based techniques. By executing ad-
vanced artificial intelligence algorithms directly at the origin, 
industrial systems can maximize the use of data and achieve 
effective real-time processing rates.

C. Energy Consumption Analysis

(a)

(b)

Fig. 7. Energy Consumption Analysis of ResNetDL: (a) Cloud Energy and Edge 
Energy for Number of Frames

Energy Consumption Analysis are illustrated in Fig. 7. The 
measurements indicate the energy usage, measured in milli-
Joules, for both cloud and edge inference per video frame. The 
cloud inference process uses an energy range of 1200-1700 mJ 
per frame, primarily attributed to the expenses associated with 
network transmission and data centre energy consumption. On 
the other hand, the highly efficient specialized hardware allows 
the optimized deep learning model to use just 210-310 mJ per 
frame when executed on the edge device. This leads to a more 
than 80% reduction in energy usage by performing processing at 
the edge instead of in the Cloud. Local edge analysis minimiz-
es wasted energy on networking and uses efficient inferencing 
devices. ResNetDL reduces energy usage by utilizing efficient 
edge devices for local on-site processing rather than relying on 
energy-intensive cloud data centres. Using optimized model 
architecture and inferencing hardware decreases computational 

demands compared to resource-intensive cloud networks. The 
ResNet architecture, which is small, reduces energy consump-
tion by utilizing residual connections and pruned layers to de-
crease computationally costly calculations. AI accelerator chips 
such as VPUs and TPUs are designed to optimize performance 
per watt for specific workloads. Through the analysis of data at 
its origin, there is no unnecessary energy expenditure in trans-
porting the data to the Cloud and then receiving it back. The 
optimized framework prioritizes critical real-time inference at 
the edge, eliminating extra processes. Automated optimization 
adjusts the model hyperparameters to decrease computational 
requirements while retaining the accuracy criteria. In addition, 
the system’s efficiency is evaluated and compared with existing 
systems, and the results obtained are shown in Table 1.

TABLE I
Performance Analysis

Metrics Latency 
(ms)

Through-
put (fps)

Energy 
(mJ)

Resource 
Utilization 

(%)

Response 
Time 
(ms)

CLSTM [15] 62 45 350 68 74
DRL [16] 71 41 410 72 82

IMDS [17] 53 49 310 65 63
NSGA-II [24] 82 37 460 78 94

ResNetDL 35 58 210 55 42

Table I demonstrates the superior performance of the pro-
posed ResNetDL approach compared to existing deep learning 
techniques in essential system parameters crucial for industrial 
applications. ResNetDL achieves a latency of just 35ms by uti-
lizing a simplified model architecture and deploying it directly 
on-site, minimizing any delays caused by network communica-
tion. By effectively exploiting local edge resources, it achieves 
a throughput of up to 58 frames per second, overcoming the lim-
ited performance of cloud-based systems. The energy usage is 
reduced to 210 millijoules per frame by immediately processing 
the data at its origin rather than transferring it to the Cloud. Res-
NetDL achieves a resource consumption of just 55% due to its 
efficient and compact model architecture. This corresponds to 
an impressive reaction time of 42 milliseconds, demonstrating 
exceptional real-time performance. CLSTM, DRL, IMDS, and 
NSGA-II demonstrate increased latency, decreased throughput, 
heightened energy usage, and slower reaction times due to their 
utilization of bigger and more intricate models and reliance on 
cloud services. ResNetDL enhances the performance of edge 
devices by tailoring the model to their requirements. This re-
sults in improved use of industrial data streams, reduced delay, 
increased data processing capacity, enhanced energy efficiency, 
and quicker AI responses at the real-time edge.

In comparison to other methods that aim to reduce delays in 
hybrid fog-cloud systems, our system achieves a much lower 
latency of 35ms, outperforming models like the delay-sensi-
tive data transmission (DSDT) [20] and the delay-aware ser-
vice function chain (DASFC) [22]. The suggested ResNetDL 
architecture substantially reduces latency, guaranteeing speed-
ier real-time processing crucial for vital decision-making tasks 
and immediate IoT monitoring. Compared to methods such as 
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 Intelligent Multimedia Data Segregation (IMDS) [17], which 
achieved 92% accuracy without prioritizing frame-rate pro-
cessing speed, the system’s throughput of 58 fps allows it to 
manage large data quantities efficiently. This innovation shows 
the capacity of ResNetDL in real-time applications that need 
high-speed data processing. Models such as the Energy Effi-
cient Delay-aware Task Offloading (EEDTO) [21] lowered 
energy consumption by 22%, but the system’s 210mJ utiliza-
tion is much lower. ResNetDL guarantees long-term viability 
in power-constrained contexts by optimizing energy efficiency 
without sacrificing performance. Compared to methods such as 
the constrained data offloading scheme (DCDO) [18], which 
uses queuing models to control computational resources, the 
suggested framework achieves balanced resource usage at 55%. 
ResNetDL’s optimization algorithms improve system scalabil-
ity and resilience by preventing resource underutilization or 
overload. The framework’s lightning-fast flexibility to user de-
mands is on full display with a 42ms response time, surpassing 
solutions such as NSGA-II [24], which excels at delay-sensitive 
activities but struggles to achieve real-time systems’ sub-50ms 
response time requirements.

V. Conclusion

Thus, the paper analyzes the ResNet Deep Learning (Res-
NetDL) approach-based industrial automation operation pro-
cess using the IoT-fog-cloud computing technologies. The op-
timized deep learning model-based created intelligent system 
architecture reduces the latency while transmitting data in the 
cloud and fog computing technologies. The deep learning mod-
el uses pruning and weight optimization during the input classi-
fication. The frequent updating of network parameters success-
fully identifies defective and standard information. Then, the 
edge, fog, and cloud layers create an effective gateway to trans-
mit the information. In addition, the edge layer uses the block-
chain ledger that reduces security-related issues and effectively 
maintains reliability, scalability, and connectivity. The system’s 
efficiency is evaluated using experimental results in which the 
system ensures 35ms latency, 58fps throughput, 210mJ energy, 
55% resource utilization, and 42ms response time compared to 
other methods. In the future, meta-heuristics optimization algo-
rithms and deep learning models will be utilized to improve the 
overall performance of data analysis in industrial applications.
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