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Abstract— As deep learning models become more prevalent in 
smart grid systems, ensuring their accuracy in tasks like identify-
ing abnormal customer behavior is increasingly important. As its 
use is increased in smart grids to detect energy theft, crafting ad-
versarial data by attackers to deceive the model to get the desired 
output is also increased. Evasion attacks (EA) attempt to evade 
detection by misclassifying input data during testing. The manip-
ulation of data inputs is done so that it is not noticeable to humans 
but can cause the machine learning (ML) model to produce incor-
rect results. Electricity theft has become a major problem for util-
ity companies that need to be dealt with effectively. Convolutional 
Neural Network (CNN) and AdaBoost hybrid model have been de-
veloped that promise to detect electricity theft with high accuracy. 
However, this model is also vulnerable to evasion attacks that can 
render it ineffective.

In this paper, to make the detection system more robust, we 
present a generative method to create evasion attacks against a 
hybrid model combining Convolutional Neural Network and 
Adaboost (CNN-Adaboost).  Generated adversarial data from the 
proposed algorithm is crafted on the model to test its performance. 
Our proposed attack is validated with State Grid Corporation of 
China (SGCC) dataset. We test the CNN-Adaboost energy theft 
detection model and other models’ performance under 5% and 
10% evasion attacks. Our findings reveal model performance deg-
radation under our proposed generative evasion attack ranging 
from 96.35% to 89.23%. With the defence mechanism, we success-
fully increased adversarial accuracy by up to 97% and decreased 
the attack success rate (ASR) by up to 3%.  These adversaries are 
useful for designing robust and secure machine learning models, 
offering an improved solution compared to previous work in this 
area. We tested the model with varying percentages of adversar-
ial data to analyze its behavior effectively. These adversaries are 
useful for designing robust and secure ML models. The proposed 
attack and defence can be utilized to test energy theft detection 
(ETD) models in industrial and commercial settings.

Index Terms—Adversarial examples, energy theft detection, 
evasion attack, smart grids.
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I. Introduction

Machine learning techniques are used in several applica-
tions, mainly image identification [1], face recognition 

[2], energy theft detection [3], banking fraud detection [4,5], and 
natural language processing. [6,7] etc. Though it is an emerging 
technology that is capturing every aspect of human life, it has 
its own drawbacks. It can be easily malfunctioned by attackers 
who can craft adversarial examples and get the desired result, 
which may pay a huge cost. Especially in auto-driving cars kind 
of applications, which may be a threat to human life. 

Due to the increase of machine learning techniques in en-
ergy sector, lots of developments in this sector have been seen 
over the decade, several advanced methods have been de-
ployed to collect the data, to process, to manage the data and 
which results in get cost effective, reliable power system [8]. 
Though there are lot of benefits to the use of machine learning 
in SMRAT gird systems, there are significant challenges also 
like attacks on the system including poising attacks, evasion 
attacks [9], etc. 

There are different kinds of attack based on the outcome, 
knowledge and stage. For outcome category attack the goal is 
to mislead the classifier to predict. These are target and non-
target-based attacks. 

There are different types of attacks on ML depending on 
the goal of the attacker like espionage, sabotage or fraud and at 
which stage it is executed. The attacks performed on machine 
learning in their training stage are known as poising, and the 
attacks performed in the production phase are known as evasion 
attacks, which is also known as false negative evasion. In the 
poising approach, logic corruption, data manipulation, and data 
injection can be used to force the model to classify the data 
wrongly.  

Statistical span filters are useful and effectively work on 
span emails; in some of the earliest studies like [10], Daniel 
Lowd et al. used good word attacks on these filters. This is ba-
sically known as data poisoning, a major problem in machine 
learning. As research is done in this field, new techniques are 
found to overcome these problems, and different attacking 
methods have also arisen in the last 15-20 years. 

A vast research has been carried out and it is found that DL 
models are also prone to data poisoning attacks such as data 
manipulation training [11] and how data poising techniques like 
black gradient optimization [12] are used across different appli-
cations and corrupted the algorithms’ logic which results in per-
formance degradation in models. There is no proper literature 
on attacks on tabular data like bank or electricity consumption 
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data; whatever the literature is, it mainly focuses on images and 
text domains. Adversarial examples are widely used in ML to 
test the models’ robustness. In smart grid, there are several stud-
ies have been conducted in which adversarial attacks are pro-
posed and studied which result in getting the limitation of the 
ETD models and helps them to overcome the limitation which 
ultimately increase its robustness, accuracy and the revenue of 
the utility companies. 

The following is the paper’s organization. An overview of 
related work is discussed in section II; section III explains the 
proposed algorithm; section IV for experimental setup and a 
conclusion is given in section V.

II. Related work

Finding and preventing the theft of electricity is becoming 
a significant challenge, and most researchers are exploring new 
methods and innovations to overcome the threat of attack and 
make the machine learning model more and more robust, which 
ultimately benefits society by saving electricity. This section 
explains the related work which had been carried out for the last 
few years; it includes different ETD techniques and adversarial 
attacks on different ML models.

Several studies have shown that deep learning models are 
highly vulnerable to adversarial examples in the computer vi-
sion domain [13]-[17]. Deep learning models can be deceived 
by adversarial attackers who insert well-crafted perturbations 
into legitimate inputs, leading to wrong predictions. In [18]-
[20], attacks on machine learning models used in power sys-
tems are well demonstrated. 

The role of smart grid system plays a major role in various 
sectors, and as the popularity of deep learning (DL) use in smart 
grids increased, the compromise of the model for personal ben-
efit by attackers is also increased. In [3], authors studied ener-
gy ETD and proposed a CNN-Adaboost model, which shows 
markable accuracy in the prediction, but still, it is vulnerable 
and needs to test its performance under attack. Bin Sulaiman 
et al. [5] analyzed multiple ML techniques for credit card fraud 
detection and compared their accuracy and data confidentiality 
implications and also proposed a hybrid model for ETD and 
enhancing privacy. In [6] author studied various phases of nat-
ural language processing (NLP) and spam filters. Kotyan et al. 
[21] studied various attacks on machine learning models and 
different defense techniques and their limitations in detail. In 
[22], author Ashrapov et al. have done a details study on uneven 
data distribution and different generative adversarial network 
(GAN) techniques. The author [23] studied the impact of eva-
sion attacks on ETD and proposed evasion attack, and claimed 
the performance of the tested models had decreased. In [24] a 
new adversarial nets framework with two generative and dis-
criminative models. In their article [25], Su Wang demonstrates 
the versatility and potential of using GAN in Natural Language 
Processing as a neural network architecture. 

Ballet et al. [26] claim that adversarial examples were first 
introduced in the tabular domain, providing the feature impor-
tance, and based on that it is decided how much percentage of 

perturbation can be applied to different features, authors also 
claim that more perturbations are required for less important 
features, features change with the help of perturbation, the im-
pact of features changes on models, were also studied in [27] 
and [28]. These changes are made to obtain the expected output.

In [29], J. Chan et al. proposed a novel algorithm called 
HopSkipJumpAttack, which estimates the gradient direction 
using binary information at the decision boundary, the author 
also claims that it requires fewer model queries than boundary 
attack. Liu, Yugeng, et al in [30] proposed and also claimed 
that the first backdoor attack against the machine learning mod-
el via a malicious dataset distillation service provider. Author 
Atef Bondok et al. raise the privacy concern [31] and propose a 
federated learning (FL) approach having a global and consum-
er model to investigate the effectiveness of adversarial training 
(AT); three different attacks are introduced by authors in this 
paper, namely Distillation, No-Adversarial-Sample-Training, 
and False-Labeling. The impact of EA on Household energy 
forecasting [32] or state estimation [33] models have been stud-
ied in details by authors. These studies have concluded that EAs 
can threaten the accuracy of machine learning-based detectors. 
Vincent Ballet et al. [34] proposed an algorithm to generate 
imperceptible adversarial examples in the tabular domain; our 
work is also referred to [34] for creating adversarial examples. 
In [35], Cartella et al. studied different adversarial algorithms 
used for tabular data, image classification and compared their 
performance. Author also introduced constraints in the pertur-
bation. Singh et al. [36] generated adversarial examples using 
white-box attacks for residential houses. Two novel attacks on 
Deep Reinforcement Learning (DRL) agents, namely critical 
point and antagonist attacks are proposed [37] by Sun, Jianwen, 
et al. in which the authors inject adversarial examples in or-
der to perform the damage to the agent. The Authors also per-
form comprehensive evaluations on their effectiveness on dif-
ferent algorithms. Author [38] conducted a study to measure 
the impact of small perturbations on GRU-RNN models. They 
then performed adversarial training to increase the robustness 
against these attacks. The researcher [39] utilized a hybrid NN 
to detect energy theft attacks in the distributed generation do-
main.

Nowroozi, Ehsan, et al [40] performed eight different eva-
sion attacks on DL models and proposed a novel strategy based 
on feature randomization techniques to resist these attacks. The 
authors also focused on preventing adversarial transferability to 
make the target network more secure. 

The primary distinction between our research and the con-
tributions mentioned in this section lies in the approach. While 
studying previous work in this area, it was observed that the 
ETD model’s behavior was not tested with different percent-
ages of adversarial data, which is crucial for analysing behav-
ior patterns and determining when performance improves or 
degrades. Additionally, some studies have utilized surrogate 
models for black-box attacks, while only a few have proposed 
defense mechanisms to safeguard models against adversarial 
attacks. In contrast, we presented an evasion attack by generat-
ing the adversarial data using the algorithm. This algorithm can 
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be used for tabular data of other domains, and we also proposed 
a defense system against the attack aimed at enhancing the ro-
bustness of the model. This ultimately ensures system efficien-
cy and reliability while promoting fair access to electricity.

III. Proposed evasion attack

This section discusses the ETD model and the adversarial 
algorithm that generates the adversarial data. 

This study uses the SGCC electricity consumption (EC) 
dataset to train and test the model. It contains data for 34 
months, with 40,256 consumers, of which 3,579 are fraudulent 
consumers.

Fig. 1 below shows how the electricity consumption (EC) 
pattern forms for legitimate and fraudulent consumers. When 
there is low consumption for a long time for a particular con-
sumer, it comes under surveillance because of the low consump-
tion. There are several reasons that should be taken into account 
before considering it as a fraud consumer. The house might be 
closed for a long time, the meter might be faulty, etc. It’s im-
portant to keep in mind that a customer with lower-than-normal 
consumption doesn’t always mean they are a fraudulent user. 
Therefore, it’s crucial to analyze the data thoroughly before 
making any assumptions or taking action.

Fig. 1. EC pattern of fraud and legitimate user

A. Data Acceptance Conditions
There are several conditions that need to be considered be-

fore sending the data to the model.  Power consumption increas-
es and decreases at different time intervals; it increases in the 
morning and decreases at midnight. The consumption is high-
er on weekends, and it is less on working days for residential 
consumers, but for industrial and commercial consumers it is 
more on weekdays and less on the weekends due to the holiday. 
A database required for Algorithm 1 is made with consumers 
which are treated as legitimate consumers by the ETD model. 
One year of consumer data was considered for generating the 
adversarial dataset. The parameters like sudden changes in the 
consumption, gradual changes are analyzed and we separated 
them and other meter data in which there is no markable hike or 
drop in consumption is considered for the algorithms. 

Table I
Number of Meters and their Variations in Energy Uses in Different 

Conditions

Months Faulty 
Meter Festival Seasonal 

changes Outstation No Remarkable 
Changes

1-3 310 713 502 105 4312
4-6 201 630 237 72 3870
7-9 193 426 182 360 4828
10-12 227 900 1526 470 3250

In Table I, it is found that those consumers having a mark-
able change in their consumption when tested with the ETD 
model, they may be treated as fraud consumers, especially those 
who are out of the station, as there has been no consumption of 
those meters for a long time. 

Fig. 2. EC for Jan-Mar

Fig. 3. EC for Apr-Jun

Fig. 4. EC for Jul-Sep

Figs. 2, 3, 4, and 5 show the quarterly electricity consump-
tion; From those Figures and Table I show that there are varia-
tions in electricity consumption throughout the year. The pur-
pose of these categories is to get the new dataset, which is stable 
and further used to generate adversarial examples in such a way 
that it remains close to the actual reading and easily treated be-
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nign samples by the ETD algorithm. So now the dataset is gen-
erated from no markable changes column. 

Fig. 5. EC for Oct-Dec

Fig. 6 shows the evasion attack on CNN and AdaBoost hy-
brid model. In the proposed model, CNN is used, and its hyper-
parameters, including activation functions (AF), are represent-
ed in Table II. 

Table II
Hyperparameters of CNN

Layer Units AF 

Input 48 Linear
Conv1D 64 Relu
Conv1D 128 Relu
Dense 128 Relu
Dense 64 Relu
Dense 64 Relu
Dense 2 Softmax

 
We compare the model’s performance before and after the 

attack. It is a hybrid model in which CNN is used to extract the 
features from the processed data, and AdaBoost is used to per-
form the classification of real and fraud consumers. 

Fig. 6. CNN-Adaboost ETD under Evasion attack

B. Data Preprocessing
The ETD model in Fig. 2 performs well on SGCC dataset 

and gives 96% accuracy. but it is not tested with adversarial 
data.

The SGCC dataset contains both normal and malicious con-
sumers. Before transferring the data to the training phase, it is 
necessary to preprocess it. Several steps have been carried out, 
including data cleaning, which involves imputation, removal of 
duplicates, normalization, and outlier handling. Special cases 
such as holidays and faulty meters have also been considered.

An adversarial attack is proposed in this paper to test the 
model’s performance. We generate adversarial data using 
GenAdversarialExamples algorithm and test the accuracy of 
the model by crafting this adversarial data during the testing 
phase. 

C. An Algorithm to Generate Adversarial Examples

The adversarial algorithm is used by an attacker to manipu-
late the consumption and submit it to the ETD model, By doing 
so, the submitted consumption is accepted as legitimate, even 
though it is fraudulent. This is achieved by retrieving the opti-
mal changes that need to be applied to the consumption. When 
the attacker crafts the adversarial data at the testing phase it is 
known as an evasion attack, which forces the ETD model to 
misclassify the data.  Algorithm 1 is used to do optimal changes 
in the consumption and then it is tested with the model, this 
change is done in such a way that it comes near to the actual 
consumption but it is not legitimate. In this experiment, as no 
malicious samples are publicly available, we use benign sam-
ples that slightly modify and generate malicious samples then 
test them on different models, including CNN Adaboost, to 
determine if the algorithm can successfully identify malicious 
samples. 

Algorithm 1 : GenAdversarialExamples
Input: Sample c, target label t, loss function L, 
           scaling factor α.
Output: adversarial example c’
1: r  ← [0,0,……0]
2: co ← c
3: for i in 0…..N-1 do
4. pi  ← -∇r (L(ci,t) 
5. p ← p + α pi
6. ci

’← ci+p
7. set all negative elements in ci

’ to 0.
8.end for
9. return ci’

In the above Algorithm 1, we generate perturbation p and 
add a scaling factor α to generate adversarial measurements, 
which are close to the benign samples. Loss of the model for c 
is calculated by using L(c,t). N represents the number of itera-
tions, On the other hand, by minimizing the loss L(c+p,t), we 
ensure that the perturbation leads the perturbed sample towards 
the target class in an iterative manner. All values in ci’ set to 
zero to generate non negative examples.

Now we have generated adversarial examples which we 
craft on the models and test it’s performance. 
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IV. Experiments and result analysis

Performance evaluation of the CNN-Adaboost algorithm 
and other state-of-the-art models in both pre and post-evasion 
attacks are done in this section. The models are run on the 
SGCC dataset in a Python 3.9 environment to calculate perfor-
mance metrics.

A. Evaluation Metrices
The Detection Rate (DR), which is also known as True 

Positive Rate (TPR) is a measure that helps to determine the 
proportion of actual positive instances identified correctly by 
the classifier. In contrast, a true negative (TN) denotes a tru-
ly detected benign sample. The False Alarm (FA) Rate, also 
known as False Positive Rate (FPR), is a measure that helps 
to determine the proportion of negative instances that are in-
correctly classified as positive by the classifier. Lastly, a false 
negative (FN) refers to a malicious sample falsely detected as 
benign. Accuracy is a ratio of correct prediction to all predic-
tion; it shows how correctly the machine predicts the outcome.

Accuracy = (TP + TN)/(TP + TN + FP + FN).

B. Performance Evaluation
Simulation results of the performance of the CNN-Adaboost 

and other ML models under the evasion attack are shown in 
Tables III, IV and V. In this attack, adversarial examples which 
are created using Algorithm 1 are injected and is shown in the 
Tables. In this experiment, different evasion percentages are 
used to calculate the Recall, F1-score, DA, FA, and accuracy 
of the models.

Table III
Impact of Evasion Attacks on the CNN-Adaboost and other Methods 

(Evasion Percentage = 0%)

Method Recall F1(%) DR FA    Accuracy

LR 86.08 95.08 83.99 16.76 84.05
SVM 86.79 95.28 90.92 10.01 90.88
DT 85.21 91.19 89.55 10.08 90.05
RF 83.34 95.21 90.12 9.13 90.98
CNN-Adaboost 93.78 95.67 96.13 3.12 96.35

Table IV
Impact of Evasion Attacks on the CNN-Adaboost and other Methods 

(Evasion Percentage = 5%)

Method Recall F1(%) DR FA Accuracy 

LR 84.10 91.26 80.48 18.73 80.48
SVM 84.76 90.09 85.90 13.59 85.90
DT 82.45 88.42 86.78 12.32 86.78
RF 81.03 91.78 87.05 12 87.05
CNN-Adaboost 91.78 92.67 93.12 5.94 93.12

Table V
Impact of Evasion Attacks on the CNN-Adaboost and other Methods 

(Evasion Percentage = 10%)

Method Recall F1(%) DR FA Accuracy 
LR 81.45 88.32 75.00 23.32 76.43
SVM 82.65 87.43 80.12 18.50 79.12
DT 80.32 85.01 81.05 17.76 81.05
RF 79.87 89.02 82.98 16.98 83.98
CNN-Adaboost 88.43 90.97 89.78 11.12 89.23

It is evident that when we carefully craft adversarial ex-
amples created in Algorithm 1 on CNN-Adaboost and other 
state-of-the-art methods used as ETD models, We observed 
a decrease in accuracy rate as the percentage of adversari-
al examples increased. We tested the models on 5% and 10% 
crafted data and found the result as shown in Tables IV and V. 
The average performance deterioration rates for models vary 
between 3% and 10% with evasion attacks. We demonstrated 
the damaging impact of evasion attacks on the performance of 
CNN-Adaboost and other ETD models. It is found that CNN-
Adaboost is more robust as compared to the other models.

In Fig. 7, a comparison of the performance of different ML 
models under evasion attacks is shown in bar charts from left 
for 0%, 5%, and 10%, respectively.

 
a) 

 
b) 
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c) 

Fig. 7. Impact of Evasion Attacks with 0%, 5%, and 10% adversarial data: 
a) impact of Evasion Attacks without adversarial data, b) impact of Evasion 
Attacks with 5%, c) impact of Evasion Attacks with 10%

In Figs. 7a, 7b, and 7c the performance of different ML mod-
els under 0%, 5% and 0% adversarial examples when we craft 
on different ML models. As the crafting percentage increases, 
performance degrades.  According to the line bar chart in Fig. 
8, it can be observed that the accuracy of CNN-Adaboost has 
experienced a decline with an increase in evasion percentage. 

Fig. 8. Accuracy Comparison

The accuracy for the hybrid model is 93.12% for 5% and 
89.23% for 10%. Despite this decrease, the accuracy of this 
model is still comparatively better than that of the other models. 

From Fig. 8, it can be concluded that CNN-Adaboost re-
mains robust and performs well compared to other models. 

Fig. 9. Histogram for Benign Samples           

 
Fig. 10. Histogram for Malicious Samples           

In Figs. 9 and 10, histograms for benign and malicious sam-
ples are plotted respectively, showing a close match between 
histograms of benign and malicious samples. There is a minor 
difference between EC. For consumers, in order to get more 
profit, consumption can be reduced more but it can be easily 
detected by the model so by keeping minimum profit, more and 
more fraud consumers can easily force the model to treat them 
as legitimate consumers. From the histogram, it shows that the 
Algorithm 1 generates adversarial measurements which are 
close to the benign samples. 

C. Defence mechanism with adversarial training
It is necessary to build a mechanism to protect the model 

against such attacks and ensure the robustness of the ETD mod-
el. Reduced performance of the model due to the adversarial 
attack can be improved using adversarial training (AT). It is 
achieved by augmenting the training process by introducing ad-
versarial examples into the training data and testing its perfor-
mance. In the training dataset, the benign samples are denoted 
as 0, and the malicious and adversarial samples are labeled as 
1.  We found that attack success rate is significantly reduced 
when the model is trained with the adversarial data.

Suppose the adversarial samples are represented by E. 
Adversarial training on the model is performed using 20% and 
40% adversarial samples, and the performance of the proposed 
model is evaluated. It is evident that as E increases, the attack 
success rate decreases while adversarial accuracy improves, as 
shown in Table VI with 20% and 40% samples. Adversarial ac-
curacy measures how adversarial examples are classified by the 
model correctly. 

We tested the adversarial accuracy of the proposed model 
along with other methods and found that for some methods, 
adversarial accuracy is increased as the percentage of E used 
in adversarial training is increased, and for some methods like 
SVM and DT, only slide increase in the adversarial accuracy as 
compared to adversarial accuracy increased in CNN-Adaboost. 
This happened because of the strength of the adversarial train-
ing, the model’s capacity to generalize and a mechanism to 
adopt to adversarial data directly. 

Table VI presents the adversarial accuracy for 20% and 40% 
of adversarial data across different methods. It is observed that 
the proposed model achieves a higher adversarial accuracy rate 
compared to the other methods
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Table VI
Adversarial accuracy of CNN-Adaboost and other methods

Method
Adv Accuracy 
on Adv Sample 
(E) = 20%

Adv Accuracy 
on Adv Sample 
(E) = 40% 

LR 82.05 83.48
SVM 84.82 87.03
DT 82.53 84.06
RF 86.54 90.56
CNN-Adaboost 90.15 97.42

The same is illustrated in the chart shown in the Fig. 11.

Fig. 11. Adversarial accuracy for 20% and 40% adversarial data

ASR is also calculated for the CNN-Adaboost model for a 
20% and 40% adversarial sample, which is approximately 5% 
and 3%, respectively.

V. Conclusion

The adversarial vulnerability of the theft detection modes 
is extensively explored and paves the way for improving their 
robustness for secure real-world deployment. 

This paper examines the resilience of electricity theft de-
tection systems to adversarial attacks and evaluates their accu-
racy. We use the CNN-Adaboost model to test its performance 
with different percentages of adversarial data, and the same data 
is also applied to the other models and compare their perfor-
mance. The algorithm used to generate adversarial data to test 
the performance of electricity theft detection models can also 
be used to generate data for different applications. 

We generated adversarial examples using an algorithm and 
crafted them on the different models. We evaluate the models’ 
performance on 5% and 10% adversarial data. We observed 
that as the percentage of EA increased, the performance of the 
models decreased. Based on our simulation results, we also 
observed that the CNN-Adaboost hybrid model is more robust 
than others. 

We also proposed a defence system to mitigate the vulner-
ability and tested the model’s performance; we found that it 
greatly reduced the impact of adversarial attacks and improved 

the ability of our model to defend against the attack to a cer-
tain extent. But in the future, we need to test how effectively it 
works on other models with different evasion attacks.

This work establishes a foundation for future exploration of 
countermeasures to enhance the security and resilience of the 
CNN-Adaboost model, specifically in the context of detecting 
electricity theft and defending against adversarial attacks.

In the future, the emphasis will be on maintaining the accu-
racy of the CNN-Adaboost model, New methodologies will be 
developed to prevent such adversarial attacks and offer a more 
stable model performance. We hope the proposed research 
opens multiple research threats both towards finding the vulner-
abilities of the tabular classifier and improve their robustness.
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