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Fault Coverage Improvement of CMOS Analog
Circuits Using Supply Current Testing Method

Abderrazak Arabi, Mouloud Ayad, Mourad Benziane, Nacerdine Bourouba and Abdesslam Belaout

Abstract— In this paper, a testing technique based on supply cur-
rent verifying is presented, for fault detection of analog circuits
containing CMOS operational amplifiers. This testing technique is
employed and developed to maximize the fault coverage of the cir-
cuit under test (CUT) using transient and frequency responses of
the supply current. This testing method is based on the over-sight-
ing of the quiescent supply current (Iddq) of the CMOS operational
amplifier operating in its quiescent mode and the supply current
of the CMOS operational amplifier used as a Sallen-Key band pass
filter in the AC and transient operating domains. The faults in-
vestigated in our study are of bridging and open circuit types
that occur at the CMOS transistor level. The Pspice software was
used for the CUT simulation by applying Monte-Carlo analysis in
faulty and fault free conditions. Test parameters are extracted and
selected to be used as input features of our classifier.

Index Terms— Analog circuits, CMOS operational amplifier, fault
coverage, supply current.
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1. INTRODUCTION

DUE to their complex constitution, fault detection, location
and identification in analog and mixed circuits become
more difficult. This difficulty is caused by the limitation of the
outputs, inputs and testing signals on one hand. On the oth-
er hand, the manufacture of integrated circuits follows several
technological processes such as oxidation, photolithography,
etching, ion implantation and metallization, which are not im-
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mune to imperfections. This is said because of the exposure of
this process to interfering anomalies which consequently in de-
liberately provokes the degradation of circuit performance [1].
Due to these problems, fault diagnosis and testing of analog
circuits become the most bothersome tasks in designing and
fabrication of integrated circuits [2]-[4].

Fault diagnosis methods are generally classified as simula-
tion before test (SBT) and simulation after test (SAT) approach-
es [5]. Simulation before testing method uses fault dictionary
methods or approximation methods to locate both catastrophic
and parametric faults. Simulation after test approach performs
fault diagnosis based on the simulation results obtained from
measured responses or test variables. It is based on parameter
identification and fault verification steps.

In CMOS integrated circuits, the most observed faults are
catastrophic ones, such as bridges and open faults. These faults
produce some changes in the topology of the circuit. Bridging
faults can be resulted from undesired connections between the
transistor nodes, whereas open faults are due to unconnected
nodes of the transistor [6]. These kinds of fault are well mon-
itored by both quiescent and transient current power supplies
since they constitute elements of a low cost and high speed
testing technique. Current monitoring based testing has proved
effective for bridging fault types. Whereas, the open circuit de-
fects usually provoke a delay in the transient current [7].

In the testing of analog CMOS circuits, many approaches
have been proposed based on the verification of the quiescent
supply current by implying different techniques as fault dic-
tionary in [6], oscillations test technique in [8]-[10], assessment
on its adequacy [11], IDDQ testing of low voltage [12] and
novel built-in current-sensor [13]. However, some other testing
methods have used a DC fault models for fault detection and
isolation [14]-[17]. Besides, an AC approach that uses a phase
difference between signals as an indicator for fault signature
has been found to be successful for raising the fault coverage
ratio for this kind of circuits [18].

This paper aims to improve the faults coverage of analog
circuits containing CMOS operational amplifier (opamp). As a
first attempt, the testing method is used to check the opamp
operation in the quiescent and functional modes based on the
frequency and the transient responses of the opamp supply
current. Then, a fault classification step is realized based on
machine learning classifiers using Matlab software. Input fea-
tures of classifiers are extracted from frequency and transient
responses of the supply current, where Monte Carlo analysis
of Pspice software is used to generate testing data. This is to
increase the fault coverage and improve the efficiency of the
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proposed method. More details of our testing approach are dis-
cussed in section II.

II. PROPOSED TESTING METHODOLOGY

Single catastrophic faults like bridging and open faults in
two stages CMOS operational amplifier are considered for fault
detection in this work. This amplifier circuit to be tested is
shown in figure 1. The first phase of our method consists of
carrying out the opamp test in its quiescent mode. The second
test stage deals with the Sallen&Key band-pass active filter
(see figure 2), built with this type of operational amplifiers and
operating in frequency and transient modes. These circuits un-
der test have been simulated using Orcad Pspice software. In
the frequency domain, the CUTs are stimulated by an AC signal
with an amplitude value of 5V. In contrast, a pulse signal with
5V peak amplitude, a 500us pulse width and a period of 1ms is
used as a stimuli signal in transient domain. In the case of opa-
mp testing in quiescent mode, the input stimulus is applied to its
positive input (IN+) and the negative input (IN-) is connected to
the ground. In addition, bridging faults injected in these circuits
are reported in table I and classified into 9 classes, these faults
are modeled by a very small resistor value. Besides, open faults
are presented in table II and classified into 15 classes, and they
are modeled using a very high resistor value. Then, the CUT is
simulated under Monte-Carlo analysis for 100 iterations using
Pspice software for each class of faults [19].
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Fig. 1. Schematic of a two stages CMOS operational amplifier [1].
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Fig. 2. Schematic of the band-pass active filter of Sallen&Key.

TaBLE |
CATASTROPHIC BRIDGING FAULTS

Fault code Fault type Affected transistor

FO No Fault -

Fl1 drain-source short M3
F2 gate-drain short M4
F3 drain-source short Ml
F4 drain-gate short M2
F5 drain-gate short M5
F6 gate-drain short Mo
F7 drain-source short Mo
F8 drain-source short M7

TasLE I
CATASTROPHIC OPEN FAULTS
Fault code Fault type Affected transistor

FO No Fault -

F1 Source open M1
F2 Drain open Ml
F3 Drain open M2
F4 Source open M2
F5 Drain open M3
F6 Gate open M3
F7 Drain open M4
F8 Gate open M4
F9 Gate open M5
F10 Drain open M5
F11 Gate open M6
F12 Gate open M7
F13 Drain open M8
F14 Gate open M8

Figures 3 and 4 depict the frequency responses of the
CMOS opamp supply current used in quiescent mode and in
the Sallen-Key band pass filter configurations. While figures 5
and 6 illustrate the supply current transient responses of these
two circuits respectively.
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Fig. 3. Gain and phase of the quiescent supply current (IDDQ) of CMOS
operational amplifier.
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Fig. 4. Gain and phase of the opamp supply current in the Sallen-Key band-
pass filter.
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Fig. 5. Transient response of the opamp quiescent supply current.
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Fig. 6. Transient response of opamp supply current in the Sallen&Key band
pass filter.

Regarding the CMOS operational amplifier circuit, the qui-
escent supply current and phase prove to be highly efficient in
detecting of all bridging-type faults. Their illustration is high-
lighted in figure 7. However, for the open-circuit type faults,
which are fourteen in number, their illustrative response curves
are reduced to eight, one of which is that of the response in the
absence of a fault, as illustrated in figure 8. This means the pres-
ence of ambiguous faults preventing their distinction between
them.
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Fig. 7. Frequency responses of the of CMOS operational amplifier under
bridging faults. (a): Quiescent supply current, (b): Supply current phase.
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Fig. 8. Frequency responses of the of CMOS operational amplifier under open
faults. (a): Quiescent supply current, (b): Supply current phase.
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Exploration of Figures 9 and 10 shows the effectiveness
of using the phase and amplitude of the supply current in the
frequency domain chosen as parameters for detecting bridging
faults for the Sallen-Key band pass filter circuit, as mentioned
above subjected to this kind of investigation. The other high-
light is the ambiguity of certain open faults despite their de-
tection, are characterized by their curves almost superposed on
each other that they are not distinguished.

To further improve the fault coverage process with less
ambiguity and a high rate, the extracted parameters from the
frequency and transient responses were introduced for the two
aforementioned types of faults. This type of analysis concerns
the responses in supply current and polarization of the two cir-
cuits under test, whose form of signals is illustrated by figures
11, 12, 13, and 14. This study emphasizes the extraction of use-
ful features for the detection of bridging faults, with a total of 5
features identified. On the other hand, for the open circuit fault
case, there are eight features extracted. This difference in num-
ber is due to the need for the fault coverage rate improvement
that each type of faults requires.
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Fig. 9. Frequency responses of the Sallen&Key band-pass filter under bridging
faults. (a): Supply current, (b): Supply current phase.
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Fig. 10. Frequency responses of the Sallen&Key band-pass filter under open
faults. (a): Supply current, (b): Supply current phase.
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Fig. 11. Transient responses of quiescent supply current of the CMOS

operational amplifier under bridging faults.
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Fig. 12. Transient responses of quiescent supply current of the CMOS opera-
tional amplifier under open faults.
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Fig. 13. Transient responses of opamp supply current in the Sallen&Key band-
pass filter under bridging faults.
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Fig. 14. Transient responses of the opamp supply current in the Sallen&Key

band-pass filter under open faults.

A laborious work will acquire a volume of data on features
to be treated and arranged for a better and more precise classi-
fication of faults. To achieve the desired results, the use of ma-
chine learning algorithms was unavoidable. This will serve to
determine the classification accuracy for each fault class, using
Matlab software. Further details of fault classification method-
ology are given in section III.

III. FAULT CLASSIFICATION

In this section, fault classification is done by using machine
learning algorithms in Matlab software. First, the circuit under
test is simulated using Monte Carlo analysis of Orcad pspice
software for 100 iterations in both transient and frequency do-
mains. Then, features are extracted from the obtained responses
for each fault. Features values corresponding to fault free and
faulty responses are collected in one matrix called fault-matrix.
This matrix presents a database of our model to be used for pro-
posed classifier training and testing. The different steps of the
approach developed in this classifying process are illustrated in
figure 15.

A. Classification of bridging faults

In this case, five features are extracted from the frequency
and the transient responses of the supply current. Frequency
features are peak amplitude, bandwidth, and center frequency,

whereas transient ones are supply current maximal and minimal
values of its transient response for fault free and faulty circuit
conditions. These responses are illustrated in figures 16 and 17
successively.

In this case, the linear SVM classifier has given a classifi-
cation accuracy of 100% for all considered bridging faults. The
confusion matrix resulted from this classification is illustrated
in figure 18.
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Fig. 15. Flow chart of the fault classification procedure.
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Fig. 16. Frequency responses of the supply current of the opamp in the Sa-
llen&Key band-pass filter using Monte Carlo analysis.
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Fig. 17. Transient responses of the supply current of the opamp in the

Sallen&Key band-pass filter using Monte Carlo analysis.
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Fig. 18. Confusion matrix for linear SVM classifier.

B. Classification of open faults

In the open fault case, eight features are extracted from the
frequency and the transient responses of the supply current
signal. Frequency features correspond to the supply current
maximal and minimal values and its phase maximal and min-
imal values as represented in figures 19 and 20. Moreover, the
transient ones are maximal and minimal values, overshoot, and
pulse width of the supply current transient responses for fault
free and faulty cases (see figure 17). These features are named
P1, P2, P3, P4, P5, P6, P7 and P8 respectively.

As far as a good classification accuracy for undetected faults
are concerned and to make these distinguishable, three steps
have been followed:

e Step 1: training all classifiers types of the classification
learner tool with all input features, from which we select
the best one that gives the highest classification accuracy.

e Step 2: re-training the best classifier having scored the
higher classification accuracy in step 1 using only com-
binations of 4 optimized features. The remaining features
are waived due to their low accuracy level. This features

number reduction helps this classifier’s accuracy to in-
crease advantageously.

%10

N
[S N

N

Supply current (A)
- @&

o
2

0 i 1 ;  §
10* 10° 10° 107 108
Frequency (Hz)
Fig. 19. Frequency responses of the CMOS opamp quiescent supply current
using Monte Carlo simulation.
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Fig. 20. Frequency responses of the supply current phase of the CMOS opamp
using Monte Carlo simulation.

e Step 3: re-training the best classifier with the best combi-
nation of features and considering three validation cases:
cross-validation, holdout validation, and no validation,
using the classification learner tool.

From the result of the different fault classifiers we applied,
the ones that give the best accuracy are: linear SVM classifier and
weighted KNN classifier types, using three sorts of validation as
mentioned in table V. These have led to the accuracy results
with reduced parameters to a number of four and where the best
one recorded with the weighted KNN is of 66.7% as summarized
in table V. The corresponding confusion matrices exhibiting all
the studied cases are shown in figures 21, 22, and 23.

However, other faults will be distinguished from each other
using the confusion matrix parameters, leading to eliminating
the ambiguity groups. These parameters are [20]-[21]:

e True positives of the class (TP): the number of good

classed samples of the class (diagonal of the matrix).

e True negatives of the class (TN): the total number of TN
is the sum of all columns and rows excluding that class’s
row and column.

e False positives of the class (FP): the total number of FP
is the sum of values in the corresponding column of the
class excluding its TP.

¢ False negatives (FN): the total number of FN is the sum of
values in the corresponding row of the class excluding its
TP.
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The class’s overall accuracy, precision, sensitivity, and

specificity can be calculated from these parameters.

e Overall accuracy is calculated as the sum of the correct
classifications divided by the total classes’ number.

Precision:

Sensitivity: Se =

Specificity: Sp =
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Fig. 21. Confusion matrix of Linear svm classifier with cross validation.
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Fig. 22. Confusion matrix of linear svm classifier with holdout validation.
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Fig. 23. Confusion matrix of weighted KNN classifier with no validation.

IV. RESULTS AND DISCUSSION

Figures 7 to 14 show that the investigated faults can be
classified into two types: detected and non detected faults.
Therefore, ambiguous fault groups are constructed as illustrat-
ed in the tables III and IV. The letter D means a detected fault
though ND stands for non detected fault.

Results presented in table I1I sum up the significant points in
the frequency domain as follows:

e All bridging faults injected in CMOS operational ampli-
fier have been detected using supply current and its phase
responses.

e In the band pass Sallen&Key filter, 100% of these faults
were detected using the supply current response, and 75%
of faults were covered using the supply current phase re-
sponse.

TaBLE IIT
BRIDGING FAULTS DETECTION AND AMBIGUOUS GROUPS IN FREQUENCY DOMAIN

Fault CMOS opamp Sallen-Key band pass filter
code gain phase (g/(;;p gain phase (;I}r/(;ﬁo
FO - - 0 - - 0
F1 D D 1/1 D D 1/1
F2 D D 2/2 D D 2/2
F3 D D 3/3 D D 3/3
F4 D D 4/4 D D 4/4
F5 D D 5/5 D D 5/5
F6 D D 6/6 D ND 6/0
F7 D D 717 D D 77
F8 D D 8/8 D ND 8/0
coverage 100% 100% 100% 75%
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TaBLE IV
OPEN FAULTS DETECTION AND AMBIGUOUS GROUPS IN FREQUENCY DOMAIN

TABLE V
CLASSIFIERS ACCURACIES FOR FEATURES COMBINATIONS AND 3 TYPES OF
VALIDATION

CMOS opamp Sallen-Key band pass filter - -
Fault cod G G classification accuracy
ault code : roup : roup Features com-  Cross validation  Holdout validation .
gain phase G/Ph gain phase G/Ph b X 2500 No validation
F00 - - 0 - - 0 All features Linear SVM Linear SVM Weighted KNN
FO1 D D 1/1 D D 11 62.5% 63.2% 66.7%
F02 D D 1/1 D D /1 P1, P2,P3, P4 57.5% 58.9% 60%
F03 D D 33 D D 33 P5, P6, P7, P8 62.9% 63.7 66.7%
Fo4 b b 33 b b 33 P1, P2, P5,P6 56.9% 57.6% 60%
F05 D D 5/5 D D 5/5 il o 2 :
FO6 ND ND 0/0 ND ND 0/0 P1,P2,P7,P8 63.3% 63.2% 66.7%
F07 D D 717 D D 77 P3, P4, P5, P6 57% 57.6% 60%
Fo8 ND ND 00 ND ND 00 P3, P4, P7, P8 63.2% 64% 66.7%
F09 ND ND 0/0 ND ND 0/0 S S S
F10 D D 10/10 D D 10/10 P1, P3, P5, P7 56.9% 57.3% 60%
F11 ND ND 0/0 ND ND 0/0 P2, P4, P6, P8 62.8% 63.7% 66.7%
F12 ND ND 0/0 ND ND 0/0
F13 D D 13/13 D D 13/13
F14 ND ND 0/0 ND ND 0/0
V. CONCLUSION
Coverage  57.14 57.14 57.14 57.14

(%)

From the table IV, the fault coverage ratio has attained
57.14% for all open faults injected in both the two circuits un-
der test. In this case, six faults (F06, FO8, F09, F11, F12, and
F14) modeled as open gates, were not detected and creating an
ambiguity group with FO. In this step, faults creating ambigu-
ity can be distinguished using a method for fault classification
based on machine learning algorithms, discussed in section III.

In terms of classification, the bridging fault’s classes are
classified with high accuracy equal to 100%, as reported in fig-
ure 18. This is a sign of the results improvement, as mentioned
at the beginning of this section.

The classification results provided by the corresponding
confusion matrixes depicted in figures 21, 22, and 23 clearly
indicated that undetected open faults in section II can be dis-
patched between themselves. This is due to their different clas-
sification accuracy and false negative’s parameters values as is
the case of the F11 fault, which was classified with 100% accu-
racy, as shown in figure 23.

In this research work, a method based on supply current
verification was carried out for the purpose of detecting and
classifying faults in analog circuits built with CMOS operation-
al amplifiers. The proposed testing approach has the advantage
of high fault coverage and a low test time, and its merit is due
to the use of the test technique based on the quiescent supply
current. This method’s efficiency has been validated through
the test process of the CMOS operational amplifier and the Sal-
len-Key band pass filter, both working under open and bridging
faults explored as single type ones.

The results of the experiments demonstrated the usefulness
of the supply current testing method for the case of bridging
faults, achieving 100% classification accuracy. However, some
open faults that affected the transistors gates, either escaped or
masking each other in this test type. For this raison, different
machine learning classifiers have been used to increase the
fault detection resolution and make these faults distinguishable
from each other. This is made possible by measuring the dif-
ferent performances by mean of the confusion matrices evalu-
ating tools for each classifier, as shown in table VI. As a result,
the fault coverage rate was improved, going from 57.14% to

TaBLE VI
PARAMETERS OF UNDETECTED FAULTS CLASSES ISSUE FROM CONFUSION MATRICES

Fault Accuracy (%) Precision (%) Sensitivity (%) Specificity (%)

code Fig. 21 Fig. 22 Fig. 23 Fig. 21 Fig. 22 Fig. 23 Fig. 21 Fig. 22 Fig. 23 Fig. 21 Fig. 22 Fig. 23
F00 5 6 100 10.87 12.76 16.66 5 24 100 97.07 88.28 100
F06 8 0 0 8.60 0 0 8 0 0 94.67 99.71 100
F08 6 8 0 10 66.67 0 6 8 0 96.19 99.71 100
F09 7 20 0 7.45 11.36 0 7 20 0 93.78 88.85 100
F11 91 88 100 71.65 70.97 100 91 88 100 97.37 97.41 100
F12 19 16 0 11.73 11.43 0 19 16 0 89.78 91.14 100
Fl14 14 4 0 11.86 7.14 0 14 4 0 92.04 96.28 100
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66.7%. Despite this small leap of improvement, fault classes FO
and F11 joined the list of detected faults with 100% classifica-
tion accuracy. Other faults are also distinguishable by referring
to the performance of the confusion matrices as presented in
table VI.

As a perspective work, attention will be paid to finding ef-
ficient test parameters which contribute to the improvement of
the accuracy of the classifier while increasing the detection rate
of open circuit faults of the CMOS operational amplifier.
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